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Part I

Service Provider Subpoenas Under the DMCA

As reported in the Spring 2003 Report, industry participants and the courts are still struggling to apply the 1998 Digital Millennium Copyright Act (the “DMCA”).  Through the DMCA, Congress clarified the role of copyright law on the Internet, developed a system for Internet service providers to designate an “agent” to receive complaints of infringement and created several “safe harbors” for ISPs to avoid liability for their customer’s infringements.  At the same time, however, Congress gave artists a right to issue a subpoena to a service provider to learn an alleged infringer’s identity if the artist had reason to believe that the infringer was using the services of the ISP to infringe the artist’s work.
   

1.
DMCA Service Provider Subpoenas
Title II of the DMCA contains a subpoena provision at 17 U.S.C. 512(h) providing that “[a] copyright owner or a person authorized to act on the owner's behalf may request the clerk of any United States district court to issue a subpoena to a service provider for identification of an alleged infringer.”
  No lawsuit need be filed as a prerequisite to the court’s issuance of the subpoena; rather, all that need be provided is a copy of the notification described 17 U.S.C. 512(c)(3)(A), a proposed subpoena, and a sworn declaration to the effect that “the purpose for which the subpoena is sought is to obtain the identity of an alleged infringer and that such information will only be used for the purpose of protecting rights under this title.”
  Note also that any United States District Court may issue the subpoena.

2.
RIAA v. Verizon

As reported in the Spring Report, on July 24, 2002, the Recording Industry Association of America (“RIAA”) obtained a subpoena under Section 512(h) out of the United States District Court for the District of Columbia and served it upon Verizon Internet Services, Inc., (“Verizon”), seeking to identify an alleged infringer operating from a specific IP address on Verizon’s network.
  Verizon refused to comply with the subpoena, asserting that because “[n]o files of the Customer are hosted, stored or cached by [Verizon],” it need not respond.
  A series of correspondence between Verizon and RIAA followed, the net result of which was that RIAA filed a motion to compel Verizon’s compliance on August 20, 2002, in the same court out of which the subpoena originally issued.

On January 21, 2003, the district court granted RIAA’s motion, observing that, “[t]he question . . . is whether the "service provider" repeatedly referenced in subsection (h) is limited to one described by subsection (c) or instead includes those described in subsections (a), (b) and (d) of section 512 as well.”
  In finding, that all “service providers,” as defined, were subject to a DMCA subpoena, the court held that “the subpoena power in 17 U.S.C. § 512(h) applies to all Internet service providers within the scope of the DMCA, not just to those service providers storing information on a system or network at the direction of a user.”

Verizon appealed the ruling and, initially at least, obtained a stay pending appeal.
  On appeal, the D.C. Court of Appeals reversed and quashed the RIAA’s subpoenas.
  The Court of Appeals adopted Verizon’s interpretation of the statute, concluding that a subpoena under Section 512(h) could not be issued to an ISP that provided only transmission service to allegedly infringing content.  Among other concerns, the Court of Appeals reasoned that, because Section 512(h) required the copyright owner to have previously demanded the ISP to “remove” the allegedly infringing content before seeking a subpoena.  Because an ISP that provided only transmission to the content could not “remove” anything – and, in fact, the RIAA had not made any such demand on Verizon before issuing the subpoenas at issue in this case – neither the RIAA (nor any other copyright owner) could satisfy this prerequisite in a case where the ISP provided only a transmission service.  

3.
Pacific Bell Internet Services v. RIAA

Before Verizon’s appeal was decided, the ISP subsidiary of another Baby Bell, Pacific Bell Internet Services (“PBIS”) took a proactive approach, filing suit against the RIAA and other parties using the DMCA’s subpoena powers, in the U.S. District Court for the Northern District of California.
  PBIS’s complaint recasts many of the same arguments used by Verizon, but with some better evidence that the DMCA’s subpoena provisions can be abused and with some novel legal arguments.  

PBIS’s complaint accuses RIAA, as well as two other defendants, of mis-using the DMCA’s subpoena provisions.  The other two defendants are Titan Media (described by PBIS as “a purveyor of pornographic materials over the Internet”) and Media Force.  According to the Complaint, Media Force describes itself as “the largest provider of online anti-piracy solutions”.  If that is so, then Media Force is one of many private commercial entities who affirmatively search for copyright infringers and then initiate legal proceedings against them in hopes of earning a bounty from the copyright owner.  This kind of “blunderbuss” approach, pursuing any and all potential infringers without regard to their size or materiality, of course, generates huge numbers of subpoenas and has become a sore point for carriers like PBIS.  

In its complaint, PBIS claims:

On information and belief, MediaForce is a kind of copyright “bounty hunter.”  It employs automatic search engines (robots or “bots”) to search the Internet for specific word combinations that it believes suggest the present of copyrighted materials.  Its corporate description indicates that it “track[s] down all popular distribution mediums including P2P networks, IRC, FTP sites, auction sites, newsgroups, and web sites.”  In 2002 PBIS and its affiliated Internet service providers received more than 16,700 DMCA notices from Media Force alone.  The vast majority of these notices are not proper in that they are related to conduit functions, over which PBIS has no control because the complained-of files reside on the user’s computer rather than on PBIS network or systems.  . . . . The continuing stream of improper 17 U.S.C. 512 notifications places a substantial burden on PBIS.  Further, if MediaForce converts even a small percentage of the improper notices into subpoenas under the purported authority of 17 U.S.C. 512(h), PBIS will be overwhelmed with such requests.  

One of PBIS’ arguments is that the DMCA subpoena provisions are unconstitutional under Article III of the Constitution because the Act purports to grant jurisdiction to the U.S. District Courts over the recipient of the subpoena “in the absence of a pending case or controversy.”  This seems to be a novel argument.  While it is not clear whether Verizon raised the argument in its briefs, the District Court in the Verizon case certainly did not address the question of the DMCA’s constitutionality under Article III of the Constitution.
  

It is too early to determine how the courts will apply the subpoena provisions of the DMCA.  Verizon’s victory holds hope for some ISPs that they will not be burdened by excessive subpoenas from copyright holders, but leaves at least one form of online copyright piracy effectively beyond the scope of the DMCA’s subpoena power.  In the case of online copyright piracy, identifying the alleged infringers is the most difficult part of the process.  If copyright owers cannot subpoena the identity of Internet users from ISPs who provide only transmission service (as the D.C. Court of Appeals held in the Verizon case) it is not clear how copyright owners will be able to enforce their copyrights against at least one segment of the online population.  
Part II

Service Provider Immunity Under the CDA


The Communications Decency Act, codified at 47 U.S.C. 230 et seq., creates an important statutory immunity for “interactive computer service[s]”.  That immunity was extended in an important way by the Ninth Circuit in Carafano v. Metrosplash.com, Inc., 339 F.3d 1119, 2003 WL 21920246 (9th Cir. 2003).  

1.
The Statute

The Communications Decency Act of 1996 had two basic purposes: to promote the free exchange of information and ideas over the Internet and to encourage voluntary monitoring efforts to curb obscenity.
  To achieve the first goal, Congress created a statutory immunity for “interactive computer service” providers:

“No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provider by another information content provider.”  47 U.S.C. 230(c)(1).  

By immunizing service providers, such as Web hosts and ISPs, Congress hoped to encourage the growth of the Internet by preventing plaintiffs from bringing suits for publication-related claims against the service providers who acted as mere conduits of the information (rather than against the actual publishers of that information).


The statute defined the following key terms:

“The term ‘interactive computer service’ means any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions.”  47 U.S.C. 230(f)(2).  

“The term ‘information content provider’ means any person or entity that is responsible, in whole or in party, for the creation or development of information provided through the Internet or any other interactive computer service.”  47 U.S.C. 230(f)(3).  


Several cases applied the Act’s immunity provision, awarding summary judgment for ISPs and web hosting companies when plaintiffs sought to hold them liable for the actions of their customers.  See, e.g., Zeran v. America Online, Inc., 129 F.3d 327 (4th Cir. 1997) cert. den. 524 U.S. 937, 141 L.Ed.2d 712, 118 S.Ct. 2341 (1998) (affirming grant of summary judgment in favor of service provider where plaintiff sought to hold service provider liable for allegedly defamatory claims of third party posted on bulletin board hosted by service provider), and Ben Ezra, Weinstein & Co. v. America Online, Inc., 206 F.3d 980 (10th Cir. 2000) cert. den. 531 U.S. 824, 148 L.Ed. 2d 33, 121 S. Ct. 69 (2000) (affirming grant of summary judgment in favor of service provider where plaintiff sought to hold service provider liable for allegedly defamatory or false information provided by an information content provider through the service provider’s services).


Although it is not yet clear where the CDA’s immunity ends with respect to claims that involve intellectual property,
 courts have been unanimous in upholding the immunity of Web hosts and ISPs in connection with claims for defamation, privacy and other non-intellectual property publication-related torts.  


What distinguishes the Ninth Circuit’s decision in Metrosplash from previous cases, however, is the extent to which that court refined the definition of “interactive computer service” to include the operator of a Web site where the content at issue was provided by an Internet user rather than by the Web site operator.  

2.
Carafano v. Metrosplash

The facts of the Metrosplash case give an interesting insight into the unseemly world that often gives rise to claims involving Web site operators.  Metrosplash was the operator of a commercial Internet dating service at www.matchmaker.com.  Through this service, individuals could submit personal information, pictures of themselves and other information to attract other individuals who might like to date them.  Metrosplash offered the service for free for a limited promotion period and thereafter charged a fee.  This allowed some individuals to submit information about themselves, without identifying themselves to Metrosplash by providing a credit card, etc.


Metrosplash collected information from participants through an online questionnaire.  The questionnaire asked for descriptive information, such as age, sex, appearance and interests.  The service also asked “essay questions” that allowed participants to enter any information they wanted.  Metrosplash had policies that prohibited participants from posting their last names, phone numbers or email addresses (thereby preventing participants from contacting each other outside of the service) and Metrosplash reviewed photographs for propriety.  Apart from these restrictions, however, participants were free to submit any information they wanted, and Metrosplash did not undertake to confirm the accuracy of any of that information.


It appears that an unknown person, using a computer in Germany, created a profile with the name “Chase529”.  That profile included a photograph of the plaintiff, Christine Carafano, who is also known by her stage name “Chase Masterson”.  The plaintiff is a popular actress, having appeared in various television shows and movies.  Pictures of the plaintiff are available on the Internet.  The profile included both a picture of the plaintiff, as well as explicit sexual information, suggesting that the plaintiff wanted to be propositioned for violent sex by other participants in the Matchmaker service.  The profile also included an email address on the Yahoo! domain.  When a person sent an email to this email address, that person would receive a reply that included the plaintiff’s home address and other contact information.  The parties to the case did not indicate who it was that created this profile of the plaintiff or how it was that this person came to have the plaintiff’s home address.  


Some time after this profile appeared on the Matchmaker web site, the plaintiff received a number of offensive solicitations, both through the mail and by telephone.  The plaintiff also believed that she was being stalked by persons outside her home.  The plaintiff contacted the Matchmaker web site, which removed the Chase529 profile in a matter of hours.  Thereafter, plaintiff filed suit against Metrosplash under theories of defamation, invasion of privacy and negligence.


Metrosplash obtained summary judgment as to all of plaintiff’s counts for reasons unrelated to the CDA.
  The trial court rejected plaintiff’s privacy claim on the grounds that her home address was “newsworthy” and that Metrosplash had not acted with “reckless disregard” of plaintiff’s privacy.  The trial court rejected plaintiff’s other claims on the theory that plaintiff had not shown that Metrosplash had acted with actual malice.
  The trial court rejected Metrosplash’s claim for CDA immunity, however, because it reasoned that, by contributing to the format of the profile’s content, Metrosplash had acted as a content provider, rather than as a provider of an interactive computer service that would be entitled to immunity under the CDA.


The Ninth Circuit affirmed the trial court’s holding, but clearly distinguished its reasoning from the trial court, going so far as to note in a footnote that it neither approved not disapproved of the trial court’s rationale.  The Ninth Circuit’s rationale, to the contrary, centered on the definition of “information content provider” and whether Metrosplash’s role as the provider of the Matchmaker Web site rendered Metrosplash responsible for the publication of plaintiff’s profile.


The Ninth Circuit began its reasoning with its recent opinion in Batzel v. Smith.
  In Batzel, the court had extended CDA immunity to the publisher of an Internet newsletter that was distributed by e-mail.  The plaintiff in Batzel claimed that defendant Smith had sent a defamatory e-mail to co-defendant Tom Cremers and the Netherlands Museums Association.  Cremers published a newsletter for the Association that consisted of information about art, with an emphasis on art allegedly confiscated from Jews during the holocaust.  Defendant Smith had sent an email to Defendant Cremers, alleging that Plaintiff Batzel was a descendant of Heinrich Himmler and possessed various pieces of art that had been confiscated during World War II.  Defendant Cremers re-published this e-mail as part of the Association’s newsletter via a listserv.   Plaintiff Batzel alleged that the e-mail was defamatory and that Defendants Cremers and the Association were liable for its publication.  Defendants Cremers and the Association sought immunity under the CDA.


The Ninth Circuit held that Cremers could be entitled to CDA immunity only if he could reasonably have concluded that Smith, the author of the allegedly defamatory e-mail, intended to have that e-mail republished in Cremers’ newsletter.  The Ninth Circuit held:

“that a service provider or user is immune from liability under Sec. 230(c)(1) when a third person or entity that created or developed the information in question furnished it to the provider or user under circumstances in which a reasonable person in the position of the service provider or user would conclude that the information was provided for publication on the Internet or other “interactive computer service.””

The Ninth Circuit vacated the district court’s contrary order and remanded the case “for further proceedings to develop the facts under this newly announced standard and to evaluate what Cremers should have reasonably concluded at the time he received Smith’s e-mail.”
  


In Metrosplash, the Ninth Circuit took the reasoning of Batzel one step further, in an opinion joined by all three judges.  In Metrosplash, the Ninth Circuit characterized its decision in Batzel as “join[ing] the consensus developing across other courts of appeals that Sec. 230(c) provides broad immunity for publishing content provided primarily by third parties.”
  It extended its analysis, reasoning that “so long as a third party willingly provides the essential published content, the interactive service provider receives full immunity regardless of the specific editing or selection process.”
  The court even offered a glimpse of future litigation, reasoning in dicta that “even assuming Matchmater could be considered an information content provider, the statute precludes treatment as a publisher or speaker for ‘any information provided by another information content provider.’  The statute would still bar Carafano’s claims unless Matchmaker created or developed the particular information at issue.”
  Presumably, under the rule in Metrosplash, an interactive computer service has complete immunity under the CDA for any content that is provider by any other content provider for republication through the interactive computer service.


One interesting aspect of the Ninth Circuit’s decision in Metrosplash, however, is that the court seems to jettison the “reasonable intentions” element of its decision in Batzel.  In Batzel, the Ninth Circuit remanded the case for the trial court to determine whether the author of the allegedly defamatory email reasonably should have understood that his email would be re-published in the defendant’s newsletter.  In Metrosplash, although it would have been easy to conclude that the perpetrator of the identity theft intended the Chase529 profile for publication (indeed, it was the publication of such profiles that was the essence of Matchmaker’s interactive computer service) the Ninth Circuit made no mention of this consideration in its decision.  Somewhat to the contrary, the Ninth Circuit seemed to conclude “so long as a third party willingly provides the essential published content, the interactive service provider receives full immunity regardless of the specific editing or selection process.”
  While a determination of the perpetrator’s intentions probably would not have affected the outcome of the case, the Ninth Circuit tantalizingly suggested a different standard under Metrosplash (i.e. “willingly provided”) in contrast to the “reasonably expected” standard under Batzel.  

Part III
The CAN-SPAM Act of 2003

1.
The Problem of Spam

Studies show that 79% of Americans would like “spam” or unsolicited commercial email banned by law, 74% support a “do-not-spam” list, and 59% would like to see senders of spam or “spammers” punished by laws, courts or criminal penalties.  Internet Service Providers also appear to be fed up with spam.  AOL, MSN and EarthLink have all filed civil suits against spammers based on various legal theories.  This Committee’s Spring 2002 Report contained an extensive discussion of anti-spam legal theories and state statutes.
  

After years of aborted attempts, in 2003 Congress began to devote more attention to regulating spam.  In the 108th Congress there were several proposals: the Reduce Spam Act,
 the Redistribution in Distribution of Spam Act
, (or “RID Act”) and Senator Charles Schumer’s Stop Pornography and Abusive Marketing (or “SPAM Act”).
  Of these, the first two (the Reduce Spam Act and the RID Act) both advocated an “opt-out” approach – marketers could send spam to consumers however, each message must include, and marketers must honor, a way to be removed from the marketer’s email list.  The SPAM Act required the creation of a national do-not-spam directory, special designations for children’s email addresses, and special subject lines for marketing communication to aid Internet Service Providers in detecting and filtering spam.
  

Ultimately, Congress took a mixed approach, adopting the Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003, Pub. L. No. 108-187. (2003) (the “CAN-SPAM Act”).
  When the CAN-SPAM Act took effect on January 1, 2004, it became the first U.S. federal law to take action against spam.  Much has been written about the CAN-SPAM Act and yet there is still a fair amount of public confusion over what it permitted and what is prohibited.
  

2.
The CAN-SPAM Act

Importantly, the CAN-SPAM Act does not prohibit or criminalized the bulk distribution of unsolicited commercial e-mail or spam.  It does, however, regulate spam by imposing obligations on e-mail marketers which, if violated, can result in penalties, civil damages and even criminal sanctions.


The CAN-SPAM begins with a view important definitions.  First, it defines “commercial electronic mail message” as “any electronic mail message the primary purpose of which is the commercial advertisement or promotion of a commercial product or service (including content on an Internet website operated for a commercial purpose)”.
  The definition expressly excludes, however, any “transactional or relationship messages” which it defines as “an electronic mail message the primary purpose of which is (i) to facilitate, complete, or confirm a commercial transaction that the recipient has previously agreed to enter into with the sender; (ii) to provided warranty information, product recall information, or safety or security information with respect to a commercial product or service used or purchased by the recipient; (iii) to provide [notification of changes in terms or features of the recipient’s account or subscription]; (iv) to provide information directly related to an employment relationship or related benefit plan in which the recipient is currently involved, participating or enrolled; or (v) to deliver goods or services, including product updates or upgrades, that the recipient is entitled to receive under the terms of a transaction that the recipient has previously agreed to enter into with the sender.”
  The definition of “commercial electronic mail message” also includes a disclaimer that “the inclusion of a reference to a commercial entity or a link to the website of a commercial entity in an electronic mail message does not, by itself, cause such message to be treated as a commercial electronic mail message . . . if the contents or circumstances of the message indicate a primary purpose other than commercial advertisement or promotion of a commercial produce or service.”
  


The CAN-SPAM Act regulates commercial electronic mail messages by erecting three primary requirements for e-mail marketers.  First, any commercial electronic mail message must have three key elements: (1) a “clear and conspicuous identification that the message is an advertisement or solicitation”, (2) a “clear and conspicuous notice of the opportunity . . . to decline to receive further commercial electronic mail messages from the sender” and (3) “a valid physical postal address of the sender.”
  The identification of the e-mail as an advertisement springs from the requirements of certain antecedent state attempts to regulate spam that required commercial e-mails to include specific codes in the subject line (such as “ADV” and the like).  Congress did not stipulate any particular language, but put the onus on the sender to somehow identify the spam as an advertisement clearly and conspicuously.  


The requirement that the e-mail contain notice of an opportunity to decline to receive further e-mails (often called an “opt-out” notice or function) reflected the growing consensus among e-mail marketers and Internet users that an opt-out function was simply good etiquette.
  Again, however, Congress did not stipulate precisely how e-mail marketers should maintain their opt-out mechanisms but rather required that they have one that provides clear and conspicuous notice of its existence.  


The requirement of a valid postal address is likely a reaction to the practice among intentional spammers (i.e. those who distribute very large volumes of spam without regard to standards or etiquette, usually promoting pornographic or illicit materials) of intentionally hiding their real identities.  Requiring a valid postal address provides a means for aggrieved parties to identify --- and service process upon – the sender.  


In addition to the three formatting requirements, the CAN-SPAM Act imposes two additional burdens on e-mail marketers.  First, every commercial electronic mail message must include “a functioning return electronic mail address or other Internet-based mechanism, clearly and conspicuously displayed, that (i) a recipient may use [to opt-out from future e-mails] and (ii) that “remains capable of receiving such messages or communications for no less than 30 days after the transmission of the original message.”
  This requirement ensures that the opt-out mechanism remains in place for at least 30 days and ensures the validity of the Act’s opt-out philosophy.  


Second, the CAN-SPAM Act requires senders of commercial electronic mail messages to send no further commercial electronic mail messages to recipients who have opt-out within ten days after receipt of the opt-out notice.
  This final requirement completes the opt-out philosophy and ensures that e-mail marketers not only maintain an opt-out mechanism but affirmatively respect opt-out requests within ten days of receipt.  


While the foregoing requirements are those that will have the greatest effect on legitimate e-mail marketers, the balance of the requirements are aimed at “bad actors”.  First, the CAN-SPAM Act forbids a number of practices that were either already illegal or privately-actionable under existing law at the time of its passage, or that were widely-regarded as improper, including:



1.
No Spoofing.  The Act expressly forbids any person to initiate a commercial electronic mail message to any recipient that contains false or misleading “transmission” or “header” information.
  This prohibition is aimed at the so-called practice of “spoofing” whereby the sender falsifies certain electronic data in the e-mail to make it appear as if it originated at a domain not controlled by the sender.  



2.
No Deceptive Subject Headings.  The Act prohibits a person to initiate any commercial electronic mail message that the initiator knows is likely to mislead the recipient. 
  Many bad actors use a technique of putting an innocuous or deceptive header in the subject line of the e-mail (such as “here is the information you requested” or “returning your call”) to give the recipient the impression that the message is from a known source or is in response to the recipient’s request.  This provision expressly prohibits that technique.  



3.
Aggravating Violations.  The Act creates a series of aggravating violations, that bring heightened penalties, to any person who violates the “no spoofing” or “no deceptive subject heading rules” and who also knowingly:




(a) initiated the e-mail to an e-mail address that was obtained using automated means or harvesting e-mail addresses from a website that contained a notice prohibiting e-mail harvesting;




(b) initiated the e-mail to an e-mail address that was obtained using automated means that generate numerous e-mail addresses by combining characters and numbers at random (i.e., so-called “dictionary attacks”);




(c) uses scripts or other automated means to register for multiple electronic mail accounts or online users accounts from which to transmit an unsolicited commercial electronic mail message;




(d)
uses a computer or computer network to which the initiator does not have lawful access to relay or retransmit a commercial electronic mail message.
 


In an enforcement action for any violation of Section 105(a) by a State’s attorney general or by an Internet service provider, the court may triple the damages otherwise available if it finds that the defendant knowingly violated the CAN-SPAM Act or if the defendant engaged in any of the aggravating violations in Section 105(b).


The Act authorizes the FTC (and certain other federal agencies with respect to entities that are subject to their regulatory jurisdiction) to enforce the civil provisions of the CAN-SPAM Act.
  In addition, the Act authorizes each State to enforce the civil provisions of the Act for violations in its jurisdiction and also authorizes Internet service providers to enforce the Act for violations affecting their networks.
  State enforcement actions may seek injunctive relief and the greater of the actual damages suffered by residents of the State or statutory damages of $100 per violation of Section 105(a)(1) or $25 per violation of any other subsection of Section 105(a).  State enforcement actions may also recover attorneys fees and costs of enforcement.  Internet service providers may seek substantially the same injunctive remedies and damages and may the States.  


The CAN-SPAM Act has also received media attention for its criminal provisions.  The Act criminalizes (1) obtaining unauthorized access to a computer for the purpose of transmitting multiple commercial electronic mail messages, (2) sending multiple commercial electronic mail messages with the intent to deceive or mislead recipients as to the original of the mail, (3) falsifying heading information in multiple commercial electronic messages, (4) registering 5 or more electronic mail accounts for the purpose of transmitting multiple commercial electronic mail messages or (5) falsely representing the right to use5 or more electronic mail accounts for the transmission of multiple commercial electronic mail messages.
  Violations of the criminal provisions of the CAN-SPAM Act can result in prison terms ranging from 1 to 5 years, depending on the severity of the violation and extent of damage resulting from the violation, as well as fines and the forfeiture of assets.  


The CAN-SPAM Act was the result of both the negative reaction of consumers to the problem of spam as well as lobbying efforts by Internet service providers.  The Internet service providers had an interest in having a statutory right to bring civil actions against spammers (spam accounts for a substantial portion of ISP network traffic and increases ISP costs) but also an interest in creating safe harbors for ISPs and others who provide network access and connectivity for Internet users.  The CAN-SPAM Act can be seen as a compromise among those various positions.  Congress was able to demonstrate it toughness on spam through the criminal provisions of Section 104.  Congress empowered the FTC, the States and the ISPs to obtain injunctive relief and statutory damages against spammers through the civil provisions of Section 105.  Service providers and legitimate e-mail marketers obtained a safe harbor from prosecution through Section 105(c), which effectively creates a prohibits any action for a violation of Sections 105(a)(2)-(5) if the defendant can demonstrate that (1) the defendant has established and implemented, with due care, reasonable practices and procedures to effectively prevent violations and (2) the violation occurred despite good faith efforts to maintain compliance with its procedures.
  At the same time, to eliminate the threat of inconsistent state legislation, the proponents of the CAN-SPAM Act provided that the Act expressly superseded state anti-spam legislation, except in fairly narrow instances.
  


The CAN-SPAM Act became effective in January 2004 and quickly began to generate litigation.  In March 2004, Microsoft, Earthlink, AOL and Yahoo! cooperated in a series of lawsuits against alleged spammers using the private enforcement provisions of the CAN-SPAM Act.
  While it remains to be seen if the CAN-SPAM Act has any effective on the volume of spam that persist on the Internet, at a minimum the Act provides new statutory tools for federal, state and private enforcers and establishes a baseline for future regulation.  
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