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Part I

E-Commerce Update – Developments Concerning Enforceability of On-line Agreements
A.
The Importance of Enforceable On-Line Agreements
Paperless transactions are critical to e-commerce.  Customers expect the speed and convenience of finalizing transactions on-line, and meeting those expectations translates into higher sales volume, while saving on-line merchants the costs of “papering the deal.”  Consequently, enforceable on-line contracts are the cornerstone of e-commerce.  On-line agreements generally fall within two categories:  (a) click-through (the purchaser completes a transaction on-line and indicates assent to the seller’s written terms by clicking on a button labeled “I Accept,” “I agree,” “Yes,” or with similar language), or (b) browse-through (the purchaser has the opportunity to view the seller’s terms on-line but is not required to click “I Accept” prior to finalizing the transaction on-line).
Past reports by this Committee have discussed the developing law governing the enforcement of on-line contracts
 and have highlighted a decision of the United States Court of Appeals for the Second Circuit refusing to enforce a browse-through agreement,
 while suggesting the decision was not the death-knell for browse-through agreements.
   Since the last Report, the Second Circuit has confirmed that its decision did not invalidate all browse-through agreements and that such agreements are enforceable if the offeree has sufficient notice of the terms of the agreement.  Accordingly, in view of the Second Circuit decisions discussed below, on-line merchants should re-visit their transaction procedures and consider whether their customers are “on notice” or “just browsing.”

B.
Click-Through Agreements Are Widely Accepted as Enforceable
Courts generally regard click-through agreements as valid and enforceable.
  Indeed, the District of Columbia Court of Appeals enforced the forum selection clause of a click-through contract despite substantial consequences to the plaintiff.  In Forrest v. Verizon Communications, Inc., 
 the plaintiff had filed a putative class action in the District of Columbia (where class actions are permitted), despite a forum selection clause designating Virginia (where the class action remedy was unavailable) as the forum.
  The court found the forum selection clause in the click-through agreement enforceable and affirmed dismissal of the case, leaving the plaintiff with the sole option of pursuing an individual action in Virginia.

More recently, a federal court in Kansas re-affirmed the enforceability of click-through agreements, while providing a good review of proper procedures to ensure enforceability.
  There, a mortgage lender (Mortgage Plus) sought assistance from DocMagic regarding preparation and management of loan closing documents.  Mortgage Plus ordered software from DocMagic, used the software to enter specific loan information, sent the information to DocMagic electronically for processing, and received final loan documents from DocMagic electronically.  Mortgage Plus had to install DocMagic’s software from a CD-ROM onto a computer in order to use the software.  Before installation was complete, DocMagic’s Software License and User Agreement (the “License Agreement”) appeared on the computer screen, followed by:  “Do you accept all terms of the preceding License Agreement?  If you choose No, Setup will close.”
  
When Mortgage Plus sued DocMagic in Kansas for damages related to alleged violations of the Truth In Lending Act, DocMagic moved to transfer the action to the Central District of California, based on the forum selection clause in its click-through License Agreement.  Mortgage Plus claimed it had a separate agreement with DocMagic, which preceded the License Agreement, whereby DocMagic would provide document preparation services in exchange for payment of certain amounts.  Relying on the Uniform Commercial Code, Mortgage Plus argued the License Agreement was a mere proposal to modify the terms of the original agreement, and Mortgage Plus never expressly agreed to the additional terms of the License Agreement.
The court found the UCC inapplicable by reasoning the loan preparation services, not the software, were the predominant purpose of the agreement.
  Analyzing the case pursuant to Kansas law, the court determined (1) there was no evidence of an original agreement, so the License Agreement could not have improperly altered the terms of a “phantom” agreement, and (2) “Mortgage Plus had to click the ‘Yes’ button in affirmatively assenting to the Software Licensing Agreement as a prerequisite to installing the DocMagic software,” so the License Agreement constituted a valid click-through contract.
  
Mortgage Plus attempted to escape the click-through agreement by asserting the person who clicked “yes” lacked authority to bind Mortgage Plus.  The court soundly rejected this argument by finding that Mortgage Plus had ratified its employee’s actions, i.e., Mortgage Plus installed the software and clicked “yes” at least three times over the course of six years, used the software to submit hundreds of loans for processing, “obtained the benefits of the Agreement, and thereby ratified any unauthorized acceptance of its terms.”
  In short, the court did not hesitate to transfer the action (filed by a Kansas mortgage lender) to California based on the click-through agreement’s forum selection clause.
C.
Browse-Through Agreements Are Enforceable But Require Proof of Notice
Courts have not enforced browse-through agreements as consistently as click-through contracts, however, as demonstrated by two decisions of the United States Court of Appeals for the Second Circuit.  First, in Specht v. Netscape Communications Corporation,
 the Second Circuit refused to enforce a browse-through contract, affirming the trial court’s denial of Netscape’s motion to compel arbitration based such contract.  The plaintiffs brought the Specht suit as a putative class action against Netscape and America Online, alleging that a software plug-in, “Smart Download,” invaded plaintiffs’ privacy by transmitting personal information to Netscape and America Online when plaintiffs used the software to browse the Internet.
  Netscape and America Online moved to compel arbitration on the basis of a browse-through contract that purported to bind any person who downloaded the software program.

All but one of the plaintiffs downloaded Smart Download from a Netscape website.  Near the bottom of one of the pages of the website was a prompt “Smart Download” and a button labeled “Download.”
  By clicking the button, the user initiated the download of Smart Download.  Neither when the user downloaded the software program, nor when the software program was running was the user shown the software program’s license agreement or text notifying user of such license terms.  The sole reference to the license agreement for Smart Download was located in text following the button labeled “Download,” and the user had to scroll down the page in order to view that text.  The text contained an invitation to “Please review and agree to the terms of the Netscape SmartDownload Software license agreement before downloading and using the software.”
  The text also contained a hypertext link to a separate website.  The first paragraph on the page of the new website provided that use of each Netscape software product is governed by a license agreement, and that a user must read and agree to the license agreement before acquiring the software product.  The page contained a hypertext  link to the current license agreement for each of the Netscape software products.  The plaintiffs testified that they saw no reference to license terms when they clicked the button labeled “Download.”

In affirming the district court’s ruling, the Second Circuit focused on the traditional legal elements of contract information under California law.
  The court concluded that the act of clicking the download button and downloading the software program did not manifest the user’s assent to the license terms, where the license terms were not readily visible or conspicuously noticed to the user, and the offer did not make clear to the user that clicking the download button would signify assent to those terms.  The Court stated:  “Reasonably conspicuous notice of the existence of contract terms and unambiguous manifestation of assent to those terms by consumers are essential if electronic bargaining is to have integrity and credibility.”
  
Relying on “paper” contract cases, the defendants argued that because notice of the existence of the license terms appeared below the download button, the plaintiffs were on “inquiry notice” of those terms.  The Second Circuit recognized that “receipt of a physical document containing contract terms or notice thereof is frequently deemed, in the world of paper transactions, a sufficient circumstance to place the offeree on inquiry notice of those terms,” but found the “paper” contract cases inapposite by reasoning:
We conclude that in circumstances such as these, where consumers are urged to download free software at the immediate click of a button, a reference to the existence of license terms on a submerged screen is not sufficient to place consumers on inquiry or constructive notice of those terms.  The SmartDownload webpage screen was "printed in such a manner that it tended to conceal the fact that it was an express acceptance of [Netscape's] rules and regulations."  Internet users may have, as defendants put it, "as much time as they need[ ]" to scroll through multiple screens on a webpage, but there is no reason to assume that viewers will scroll down to subsequent screens simply because screens are there.   When products are "free" and users are invited to download them in the absence of reasonably conspicuous notice that they are about to bind themselves to contract terms, the transactional circumstances cannot be fully analogized to those in the paper world of arm's-length bargaining.

In contrast to Specht, the Second Circuit just sixteen months later in Register.com, Inc. v. Verio, Inc.,
 found a browse-through agreement enforceable.  The trial court had enjoined Verio from using information gathered from Register.com’s domain name database in violation of a browse-through contract.  On the Register.com site, a user could submit a WHOIS query to the database but not see the terms of use until after the results of the query appeared.  Even though the terms proclaimed themselves to constitute a contract between Register.com and the user, the user was not required to click any button or icon accepting the terms or otherwise manifesting assent.  Nevertheless, trial court found that Verio agreed to be bound by the terms of use simply by using the software on the Register.com site with knowledge that the terms were posted on the site.

The Second Circuit affirmed based on the following analogy:
The situation might be compared to one in which plaintiff P maintains a roadside fruit stand displaying bins of apples.  A visitor, defendant D, takes an apple and bites into it.  As D turns to leave, D sees a sign, visible only as one turns to exit, which says "Apples--50 cents apiece."  D does not pay for the apple.  D believes he has no obligation to pay because he had no notice when he bit into the apple that 50 cents was expected in return.  D's view is that he never agreed to pay for the apple.  Thereafter, each day, several times a day, D revisits the stand, takes an apple, and eats it.  D never leaves money.
P sues D in contract for the price of the apples taken.  D defends on the ground that on no occasion did he see P's price notice until after he had bitten into the apples.  D may well prevail as to the first apple taken.  D had no reason to understand upon taking it that P was demanding the payment.  In our view, however, D cannot continue on a daily basis to take apples for free, knowing full well that P is offering them only in exchange for 50 cents in compensation, merely because the sign demanding payment is so placed that on each occasion D does not see it until he has bitten into the apple.

Verio's circumstance is effectively the same.  Each day Verio repeatedly enters Register's computers and takes that day's new WHOIS data.  Each day upon receiving the requested data, Verio receives Register's notice of the terms on which it makes the data available--that the data not be used for mass solicitation via direct mail, email, or telephone.  Verio acknowledges that it continued drawing the data from Register's computers with full knowledge that Register offered access subject to these restrictions. Verio is no more free to take Register's data without being bound by the terms on which Register offers it, than D was free, in the example, once he became aware of the terms of P's offer, to take P's apples without obligation to pay the 50 cent price at which P offered them.

Noting “Verio admitted that, in entering Register's computers to get the data, it was fully aware of the terms on which Register offered the access,” the court distinguished Specht because there “the evidence did not demonstrate that one who had downloaded Netscape's software had necessarily seen the terms of its offer.”


Register.com could be viewed as limited to its unique facts, such that multiple transactions are necessary to impute knowledge sufficient to render a browse-through agreement binding.  The better reading of the case, however, is that browse-through agreements are enforceable if (a) the offeree admits knowledge of the terms, or (b) the offeror proves the offeree necessarily saw the terms of the offer prior to completing the transaction.  In other words, if the terms had appeared above the “Download” button in Specht, the user necessarily would have scrolled through the terms, and the agreement may have been enforceable.
D.
Conclusion
Relying on a browse-through agreement remains somewhat risky, however, particularly in light of the Specht court’s reluctance to apply the same rules to electronic transactions as paper transactions.  If a company chooses to use a browse-through agreement, it should force users to view the terms prior to finalizing a transaction and have a ready method of proving that the users necessarily viewed the terms.  In short, on-line merchants would be well-served by relying on click-through contracts and avoiding the notice issues attendant to browse-through agreements.
II.
A Case of First Impression:  The Ninth Circuit Applies a Subjective Good Faith

Belief Standard to the Digital Millennium Copyright Act

In 1998, Congress enacted the Digital Millennium Copyright Act (“DMCA”) in an effort to resolve the unique copyright problems caused by the widespread use of the Internet.  Title II of the DMCA contains a number of measures designed to elicit the cooperation of Internet service providers (“ISPs”) in combating ongoing copyright infringement.
  Accordingly, when a copyright owner suspects infringement of his copyright(s) on the Internet, he must follow the notice and “take-down” provision of the DMCA as set forth in § 512(c)(3) – i.e., notify the ISP that a website hosted by the ISP is displaying the owner’s copyrighted materials without authorization and demand that the infringing website be either removed or taken down.  Importantly, if the ISP does not remove or take down the infringing website upon receipt of a proper notice and “take-down” demand, the ISP may be held liable for copyright infringement.  

Specifically, the DMCA’s notice and “take-down” provision requires a copyright owner to send a written communication to the ISP containing notification of claimed infringement and that communication must set forth, in substantial form, the following information:

· A physical or electronic signature of a person authorized to act on behalf of the owner of an exclusive right that is allegedly infringed; 

· Identification of the copyrighted work claimed to be infringed or, if there are multiple copyrights on a single online website, a representative list of copyrighted works;

· Identification of the material that is claimed to be infringing and information sufficient to allow the service provider to locate the material;

· Contact information for the complaining party, such as an address, telephone number or email address; and 

· A statement that the complaining party has a good faith belief that the use of the material complained of is not authorized by the copyright owner, its agent, or the law.
  

Until recently, no court had ever announced the standard of what constitutes a “good faith belief” under the DMCA.  In Rossi v. Motion Picture Ass’n of America, Inc.,
 a case of first impression, the Ninth Circuit announced in December 2004 that the “good faith belief” required under the DMCA is evaluated against a subjective standard.  

The plaintiff, Michael J. Rossi, owned and operated a website, internetmovies.com.  Visitors to Rossi’s website saw content such as:  “Join now to download full length movies online now!”, “Full Length Downloadable Movies” and “NOW DOWNLOADABLE.”  Each statement was followed by graphics for a number of motion pictures that were copyrighted by the Motion Picture Association of America, Inc. (“MPAA”).  The MPAA, which is a trade association that works to prevent the unauthorized copying, transmittal or other distribution of movie studios’ motion pictures, was notified by one of its members that Rossi’s website contained the infringing content.  Upon viewing the website, the MPAA, in compliance with the notice and “take-down” provision of the DMCA, sent several notices to both Rossi and Rossi’s ISP informing them of the asserted infringement.  


After receiving notification from his ISP that it was shutting down Rossi’s website, Rossi found a new ISP to host internetmovies.com.  Rossi then filed a lawsuit against the MPAA for (1) tortious interference with contractual relations, (2) tortious interference with prospective economic advantage, (3) libel and defamation and (4) intentional infliction of emotional distress.  In support of his claims, Rossi alleged that his website had been offline anywhere from “1 second to 72 hours” and that the website’s shutdown caused him immeasurable damages.  The district court granted summary judgment in favor of MPAA on all of the claims alleged by Rossi based, in part, on its finding that the MPAA “had more than a sufficient basis to form the required good faith belief that [Rossi’s] website contained infringing content prior to asking [the ISP] to shut down the site.”
  

The Ninth Circuit, affirming summary judgment in favor of the MPAA and dismissing Rossi’s claims in the lawsuit, analyzed the “good faith belief” requirement under the DMCA.  Rossi urged the Ninth Circuit to adopt an objective good faith standard in gauging the reasonableness of the MPAA’s actions in notifying Rossi and his ISP of the allegedly infringing website.  In other words, Rossi claimed that the MPAA should have actually attempted to download movies from his website (as opposed to simply viewing the content, without more) and that had this attempt been made by the MPAA, it would have discovered that it was impossible to download a movie from Rossi’s site or from related links.  Rossi claimed that because the MPAA had not actually tried to download movies from his website, it lacked the “good faith belief” required by the DMCA.  The MPAA, in contrast, urged the Ninth Circuit to adopt a subjective standard to judge “good faith belief” under the DMCA.  


The Ninth Circuit began its analysis of what constitutes a “good faith belief” by noting that courts interpreting other federal statutes have traditionally interpreted “good faith” to encompass a subjective standard.
  The court then noted that as those cases demonstrate, Congress, in enacting other federal statutes, understands the distinction between an objective and a subjective “good faith” standard.
  In other words, Congress easily could have stated in the notice and “take-down” provision of the DMCA that a copyright owner must have an “objectively reasonable belief” that a website contains infringing content but chose not to do so.  Combining recognition of this unexercised Congressional option with its analysis of the “overall structure” of the DMCA, the Ninth Circuit concluded the good faith of copyright owners in issuing a notice and “take-down” demand under the DMCA is measured against a subjective standard.
  
Regarding “overall structure,” the court noted Section 512(f) of the DMCA subjects copyright owners to liability if they knowingly misrepresent that material on a website infringes their copyright:    

(f) Misrepresentations.--Any person who knowingly materially misrepresents under this section--

(1) that material or activity is infringing, or
(2) that material or activity was removed or disabled by mistake or misidentification,


shall be liable for any damages, including costs and attorneys’ fees, incurred by the alleged infringer, by any copyright owner or copyright owner's authorized licensee, or by a service provider, who is injured by such misrepresentation, as the result of the service provider relying upon such misrepresentation in removing or disabling access to the material or activity claimed to be infringing, or in replacing the removed material or ceasing to disable access to it.


As the Ninth Circuit recognized, the requirement of a “knowing misrepresentation” (to impose such liability) would be inconsistent with a finding that a copyright owner have an objective good faith belief that infringement was occurring when issuing a “take down” notice to an ISP under the DMCA.  


The Court applied its newly announced standard to the MPAA’s conduct and determined that the MPAA had a subjective good faith belief that Rossi’s website contained infringing material when it issued a notice and “take-down” demand on Rossi and his ISP.  Specifically, the Court noted that prior to issuing its notice and “take-down” demand, one of the MPAA’s employees in its anti-piracy department visited Rossi’s website and viewed the infringing content on that site.  According to the Court, the unequivocal representations used by Rossi on his website – “Join to download full length movies online now!” and “Full Length Downloadable Movies” and “NOW DOWNLOADABLE” – “not only suggest[ed] [the MPAA employee’s conclusion in good faith that motion pictures owned by MPAA members were available for immediate downloading from the website], but virtually compel[led] it.”
  Even Rossi himself admitted that his customers often believed that actual movies were available for downloading from his website.  As a result, there was no doubt that the MPAA had the requisite subjective “good faith belief” that Rossi’s website was infringing the MPAA’s copyrighted material.  

In a footnote, the court noted that many anti-piracy departments, such as the anti-piracy department of the MPAA, use computer programs to detect potentially infringing material on websites.
  Amicus briefs filed in Rossi suggested that these automated searches “cannot form the belief consistent with the language under the DMCA.”
  While the MPAA admitted it relied heavily on automated searched to locate infringing websites, it was actually a human, and not a computer program, in the Rossi case that discovered Rossi’s infringing website.  As a result, the Court did not address, but rather left open, the question of whether an automated search for infringing websites could form the basis of the subjective “good faith belief” required by the DMCA.
III.
Update on the CAN-SPAM Act
A. Introduction

The Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003 (hereinafter the “CAN-SPAM Act”) has ambitious intentions of eradicating “spam” (i.e., commercial e-mail that is undesired by the recipient) but has undergone much scrutiny and evaluation since it was enacted on January 1, 2004.
  As noted in the Fall 2004 Report of this Committee, a major problem for the Federal Trade Commission (“FTC”) is effectively identifying and pursuing spammers who take advantage of the anonymity afforded by e-mail.  Bringing a case against a spammer generally takes on average four months of work simply to learn the spammer’s identity, not to mention the countless hours of work and legal fees involved in the ensuing litigation.
  

Possible solutions to preventing spam may create additional problems.  For example, in June 2004 the FTC published a report to Congress in which it proposed e-mail authentication as a step in attempting to adopt a National Do Not E-mail Registry.
  As noted in the Registry Report, the adoption of such a registry could potentially result in more spam because the spammers could use the registry of valid e-mail addresses to expand their list of individuals to target.
  Therefore, due to the nature of e-mail, such a registry appears unfeasible at this time.

The FTC is not opposed to considering other non-technology-based options to enforce the CAN-SPAM Act effectively.  While it continues to evaluate the best method to maintain individuals’ privacy online while tracing spammers, the FTC also has laid out clearer guidelines for the type of e-mail that is subject to enforcement under the CAN-SPAM Act.  

B. An Informant Reward System?

The Registry Report concludes that as “long as there are illegitimate marketers who can disguise their email without being identified, spam will continue.”
  Congress clearly contemplated this difficulty in ​​​​enacting the CAN-SPAM Act.  As part of the Act, Congress required the FTC to submit a report outlining a system for rewarding individuals who provide information about violators of the Act.  Accordingly, in its September 2004 Report to Congress, the FTC analyzed the possible structure for such a system and outlined the requirements for such a system to succeed.

In its Reward Report, the FTC acknowledged the three largest difficulties in enforcing the CAN-SPAM Act:  (1) identifying the source of the spam; (2) acquiring sufficient evidence to prove a defendant’s participation in spamming activity; and (3) obtaining a monetary award.
  In an attempt to facilitate the identification of spammers, the FTC focused on the possibilities of initiating a rewards system specifically enticing those possessing inside information about spammers to come forward with that information.
  The FTC concluded its Reward Report by listing the elements that would be “essential” to the success of a reward system:

· Eligibility should be tied to imposition of a final court order, rather than to the collection of civil penalties;

· Reward payments should be funded through appropriations, rather than based on collected civil penalties;

· Eligibility for rewards should be targeted at persons with high-value information;

· Reward determination should be wholly within the FTC’s discretion and not subject to administrative or judicial review;

· The reward amounts should be high enough to encourage insiders to provide high-value information.

It is clear from the FTC’s analysis that the success of such a reward program is questionable in the face of so many uncertainties.  It remains to be seen whether any option other than one arising from a technology-based standpoint will prove beneficial in enforcing the CAN-SPAM Act against the worst offenders.

C. Final Rule 

As the FTC explores possibilities for the best way to enforce the CAN-SPAM Act, it also is clarifying key provisions that were left uncertain in the text of the Act.  As part of the CAN-SPAM Act, Congress required the FTC to define clearly the specific types of e-mail targeted by the Act.  In compliance with that requirement, on December 16, 2004, the FTC released a Final Rule clarifying what constitutes “commercial e-mail” for the purposes of regulation under the CAN-SPAM Act.
  The guidelines established in this rule will assist in determining how to format properly e-mails directed to consumers to ensure compliance with the CAN-SPAM Act. The Final Rule becomes effective on March 28, 2005. 

1. Purpose and Guidelines of the Final Rule

Specifically, the purpose of the Final Rule is to define “the relevant criteria to facilitate the determination of the primary purpose of an electronic mail message.”
  “Primary purpose” was not defined in the original rule; rather, it was included in the definition of “commercial electronic mail message.”
  

The instructions for conforming e-mails to the CAN-SPAM Act standards only apply to those electronic messages with a primary purpose that is commercial in nature.  Once a message is determined to have a commercial primary purpose, it must comply with the following requirements.  First, the message must clearly and conspicuously demonstrate that it is an advertisement or solicitation.  Second, the message must provide a clear and conspicuous notice regarding a way to opt out of receiving further e-mail messages from that sender.  Finally, the e-mail message must include a valid postal address for the sender.

Prior to the Final Rule, a commercial electronic mail message was ambiguously defined as “any electronic mail message the primary purpose of which is the commercial advertisement or promotion of a commercial product or service (including content on an Internet website operated for a commercial purpose).”
  The Final Rule distinguishes commercial electronic mail messages from “transactional or relationship” messages, which are defined in the CAN-SPAM Act of 2003 as including content having the purpose of:

· Facilitating, completing, or confirming a commercial transaction the recipient has previously agreed to enter with the sender of the message;

· Providing warranty information, product recall information, or safety or security information regarding a commercial product or service used or purchased by the recipient of the message;

· Providing notice concerning a change in terms or features, the recipient’s standing or status, or account balance information at regular periodic intervals for subscriptions, membership, accounts, loans, or comparable ongoing commercial relationships involving ongoing purchase or use by the recipient of the sender’s goods or services;

· Providing information directly related to an employment relationship or benefit plan in which the recipient is currently involved, participating, or enrolled; or

· Delivering goods or services that the recipient is entitled to receive under the terms of transactions the recipient has agreed to enter in with the sender.

Electronic mail messages that have contents entirely fitting into one of these categories will not be subject to the CAN-SPAM Act.  As the Final Rule clarifies, however, the mere presence of some content fitting one of these categories does not automatically exempt the e-mail from constituting e-mail with a primary commercial purpose.

Rather, in the Final Rule the FTC established three situations in which the primary purpose of an e-mail is construed to be commercial.  First, the primary purpose of an e-mail is construed to be commercial when it is composed exclusively of commercial advertisement or content promoting a product or service.  Second, e-mail messages containing both commercial advertisements or promotions of commercial products or services and transactional or relationship content are construed as having a primary commercial purpose when either (1) the subject line of the e-mail would likely indicate to the recipient that the message contains the commercial advertisement or promotion, or (2) the transactional or relationship element of the e-mail does not appear “in whole or substantial part at the beginning of the message’s body.”  Third, e-mail messages that contain both commercial advertisement or promotion and contents that do not fall under any “transactional or relationship” category have a primary commercial purpose when:  (1) a recipient “reasonably interpreting” the e-mail’s subject line would “likely conclude” that the message contained the commercial advertisement or promotion, or (2) a recipient “reasonably interpreting” the contents of the message would “likely conclude that the primary purpose of the message is the commercial advertisement or promotion of a commercial product or service.”

2. Impact of the Final Rule

These definitions will assist in abating uncertainty about the application of the CAN-SPAM Act to types of e-mail messages that blur the line between commercial content and transactional or relationship content.  The objective standard for the recipient’s “reasonable” interpretation of the e-mail’s subject line or message contents likely will generate litigation, however.  Ultimately, the Final Rule may heighten concern that e-mails to customers or clients may qualify as commercial, depending on the recipient’s perception, but the application of an objective standard provides some semblance of certainty.
The Final Rule has two additional features that merit discussion.  First, the Final Rule clarifies that e-mail messages from non-profit organizations are not automatically exempt from the CAN-SPAM Act regulations.  Specifically, the FTC notes that, although not always the case, a “message from a nonprofit could meet the definition of a ‘commercial electronic mail message.’”
  Therefore, it is important that non-profit entities consider compliance with the CAN-SPAM requirements when their e-mails fall into one of the three categories discussed above.


 Second, under the Final Rule, the affirmative consent requirement remains somewhat ambiguous.  The affirmative consent provision of the CAN-SPAM Act allows the sender of the electronic mail message to avoid the Act’s requirements in two situations:  (1) when “the recipient expressly consented to receive the message, either in response to a clear and conspicuous request for such consent or at the recipient’s own initiative” and (2) “if the message is from a party other than the party to which the recipient communicated such consent, the recipient was given clear and conspicuous notice at the time the consent was communicated that the recipient’s electronic mail address could be transferred to such other party for the purpose of initiating commercial electronic mail messages.”
  Ambiguities arise as to exactly what suffices as “clear and conspicuous” and what constitutes express consent to receive the message.  This leaves open a window for interpretation—must affirmative consent be given for each particular e-mail or a general type of e-mail?  Drawing the line may be difficult and may spur litigation.

D. Conclusion

The Fall 2004 Report of this Committee questioned whether the CAN-SPAM Act was having any effect.  For example, as noted in the Report, Arial Software, which claimed to audit the commercial e-mail campaigns of over 1000 business organizations, concluded that approximately 66% did not satisfy all the CAN-SPAM requirements.  Perhaps this was because businesses lacked direction to format emails complying with the CAN-SPAM Act.  Consequently, the additional clarification provided by the Final Rule may afford increased compliance.
Despite the Final Rule’s attempt to achieve clarity, the anonymous nature of e-mails will continue to present a problem for catching large-scale spammers taking advantage of techniques to evade discovery of their identity.  Until a feasible technology-based solution is in place, spam will likely continue as it has before.
APPENDIX A:  FTC FINAL RULE IMPLEMENTING CAN-SPAM ACT
PART 316– RULES IMPLEMENTING THE CAN-SPAM ACT OF 2003

Sec.

316.1 Scope.

316.2 Definitions.

316.3 Primary purpose.

316.4 Requirement to place warning labels on commercial electronic mail that contains sexually

oriented material.

316.5 Severability.

Authority: 15 U.S.C. 7701-7713.

§ 316.1 Scope.

This part implements the Controlling the Assault of Non-Solicited Pornography and Marketing

Act of 2003 (“CAN-SPAM Act”), 15 U.S.C. 7701-7713.

§ 316.2 Definitions.

(a) The definition of the term “affirmative consent” is the same as the definition of that term

in the CAN-SPAM Act, 15 U.S.C. 7702(1).

(b) “Character” means an element of the American Standard Code for Information

Interchange (“ASCII”) character set.

(c) The definition of the term “commercial electronic mail message” is the same as the

definition of that term in the CAN-SPAM Act, 15 U.S.C. 7702(2).

(d) The definition of the term “electronic mail address” is the same as the definition of that

term in the CAN-SPAM Act, 15 U.S.C. 7702(5).

(e) The definition of the term “electronic mail message” is the same as the definition of that

term in the CAN-SPAM Act, 15 U.S.C. 7702(6).

(f) The definition of the term “initiate” is the same as the definition of that term in the CANSPAM Act, 15 U.S.C. 7702(9).

(g) The definition of the term “Internet” is the same as the definition of that term in the CANSPAM Act, 15 U.S.C. 7702(10).

(h) The definition of the term “procure” is the same as the definition of that term in the CANSPAM Act, 15 U.S.C. 7702(12).

(i) The definition of the term “protected computer” is the same as the definition of that term

in the CAN-SPAM Act, 15 U.S.C. 7702(13).

(j) The definition of the term “recipient” is the same as the definition of that term in the

CAN-SPAM Act, 15 U.S.C. 7702(14).

(k) The definition of the term “routine conveyance” is the same as the definition of that term

in the CAN-SPAM Act, 15 U.S.C. 7702(15).

(l) The definition of the term “sender” is the same as the definition of that term in the CANSPAM Act, 15 U.S.C. 7702(16).

(m) The definition of the term “sexually oriented material” is the same as the definition of that

term in the CAN-SPAM Act, 15 U.S.C. 7704(d)(4).

(n) The definition of the term “transactional or relationship message” is the same as the

definition of that term in the CAN-SPAM Act, 15 U.S.C. 7702(17).

§ 316.3 Primary purpose.

(a) In applying the term “commercial electronic mail message” defined in the CAN-SPAM

Act, 15 U.S.C. 7702(2), the “primary purpose” of an electronic mail message shall be

deemed to be commercial based on the criteria in paragraphs (a)(1) through (a)(3) and (b)

of this section:


(1) If an electronic mail message consists exclusively of the commercial advertisement


or promotion of a commercial product or service, then the “primary purpose” of


the message shall be deemed to be commercial.


(2) If an electronic mail message contains both the commercial advertisement or


promotion of a commercial product or service as well as transactional or


relationship content as set forth in paragraph (c) of this section, then the “primary


purpose” of the message shall be deemed to be commercial if:



(i) A recipient reasonably interpreting the subject line of the electronic mail



message would likely conclude that the message contains the commercial



advertisement or promotion of a commercial product or service; or



(ii) The electronic mail message’s transactional or relationship content as set



forth in paragraph (c) of this section does not appear, in whole or in



substantial part, at the beginning of the body of the message.


(3) If an electronic mail message contains both the commercial advertisement or


promotion of a commercial product or service as well as other content that is not


transactional or relationship content as set forth in paragraph (c) of this section,


then the “primary purpose” of the message shall be deemed to be commercial if:



(i) A recipient reasonably interpreting the subject line of the electronic mail



message would likely conclude that the message contains the commercial



advertisement or promotion of a commercial product or service; or



(ii) A recipient reasonably interpreting the body of the message would likely



conclude that the primary purpose of the message is the commercial



advertisement or promotion of a commercial product or service. Factors



illustrative of those relevant to this interpretation include the placement of



content that is the commercial advertisement or promotion of a commercial



product or service, in whole or in substantial part, at the beginning of the



body of the message; the proportion of the message dedicated to such



content; and how color, graphics, type size, and style are used to highlight



commercial content.

(b) In applying the term “transactional or relationship message” defined in the CAN-SPAM

Act, 15 U.S.C. § 7702(17), the “primary purpose” of an electronic mail message shall be

deemed to be transactional or relationship if the electronic mail message consists

exclusively of transactional or relationship content as set forth in paragraph (c) of this

section.

(c) Transactional or relationship content of email messages under the CAN-SPAM Act is

content:


(1) To facilitate, complete, or confirm a commercial transaction that the recipient has


previously agreed to enter into with the sender;


(2) To provide warranty information, product recall information, or safety or security


information with respect to a commercial product or service used or purchased by


the recipient;


(3) With respect to a subscription, membership, account, loan, or comparable ongoing


commercial relationship involving the ongoing purchase or use by the recipient of


products or services offered by the sender, to provide –



(i) Notification concerning a change in the terms or features;



(ii) Notification of a change in the recipient's standing or status; or



(iii) At regular periodic intervals, account balance information or other type of



account statement;


(4) To provide information directly related to an employment relationship or related


benefit plan in which the recipient is currently involved, participating, or enrolled;


or


(5) To deliver goods or services, including product updates or upgrades, that the


recipient is entitled to receive under the terms of a transaction that the recipient has


previously agreed to enter into with the sender.

§ 316.4 Requirement to place warning labels on commercial electronic mail that contains

sexually oriented material.

(a) Any person who initiates, to a protected computer, the transmission of a commercial

electronic mail message that includes sexually oriented material must:


(1) Exclude sexually oriented materials from the subject heading for the electronic


mail message and include in the subject heading the phrase “SEXUALLYEXPLICIT:” in 
capital letters as the first nineteen (19) characters at the beginning


of the subject line;


(2) Provide that the content of the message that is initially viewable by the recipient,


when the message is opened by any recipient and absent any further actions by the


recipient, include only the following information:



(i) The phrase “SEXUALLY-EXPLICIT: ” in a clear and conspicuous



manner;



(ii) Clear and conspicuous identification that the message is an advertisement



or solicitation;



(iii) Clear and conspicuous notice of the opportunity of a recipient to decline to



receive further commercial electronic mail messages from the sender;



(iv) A functioning return electronic mail address or other Internet-based



mechanism, clearly and conspicuously displayed, that –




(A) A recipient may use to submit, in a manner specified in the




message, a reply electronic mail message or other form of Internet based




communication requesting not to receive future commercial




electronic mail messages from that sender at the electronic mail




address where the message was received; and




(B) Remains capable of receiving such messages or communications for




no less than 30 days after the transmission of the original message;



(v) Clear and conspicuous display of a valid physical postal address of the



sender; and



(vi) Any needed instructions on how to access, or activate a mechanism to



access, the sexually oriented material, preceded by a clear and conspicuous



statement that to avoid viewing the sexually oriented material, a recipient



should delete the email message without following such instructions.

(b) Prior affirmative consent. Paragraph (a) of this section does not apply to the transmission

of an electronic mail message if the recipient has given prior affirmative consent to receipt

of the message.

§ 316.5 Severability.

The provisions of this part are separate and severable from one another. If any provision is stayed or determined to be invalid, it is the Commission’s intention that the remaining provisions shall continue in effect.
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